
Where’s your data and why does it matter? 

When planning your multicloud strategy, 
and before you begin your migrations, it’s vital 
that you consider the issue of data sovereignty.

Data sovereignty under the spotlight

Who can access 
your data and under 
what circumstances?

Three pillars of data sovereignty 

Why does it ma�er?

of organisations will include data sovereignty in 
their overall cloud strategies in the next 12 months4

What laws and 
regulations do you 

need to comply with?

To maintain 
full control 

over sensitive 
business data

To ensure 
operational 

continuity and 
e�ciency 

To inspire 
trust from 

stakeholders 
and customers

To guard against 
exposure to 

‘extra-terrestrial’ 
laws in a cloud 
environment 

Key drivers for data sovereignty 

of execs worry about 
operational dependency 

on cloud providers 
outside the home 

nation’s jurisdiction3

increase in 
cyberattacks 

in 20211

of companies 
expanded their 

collection of 
personal data 

in 20212

70% 67%

52%

15%

Where is data stored today?

of the western 
world’s data is 
stored in the 

United States7

of the world’s 
data is stored by just 

three companies 
– Amazon, Google

and Microso�5

of cloud services 
delivered in 

Europe come from 
American and 

Chinese providers6

70% 92%78%

1 2 3

Threats on 
the horizon? 

4

of companies know where their sensitive personal data is stored, 
according to a survey of over 1000 IT decision-makers8

Analyse and 
identify the 

potential 
sovereignty 

issues impacting 
your business

Maintain a 
watching brief – 
data sovereignty 
is a fast evolving 

field and it’s 
important to 

stay up to date  

Ensure 
appropriate 
information 
security and 
governance 
controls are 

in place

Confirm your 
chosen cloud 

service providers 
are fully compliant 
with appropriate 

geographic 
data storage 

and processing 
regulations (for 
example, GDPR)

Develop your 
strategy in 

line with your 
wider cloud 
objectives 

and migration 
strategy 

5 steps to supporting data sovereignty in our business

Take control of your data sovereignty with Insight

1 2 53 4

U.S. Clarifying Lawful Overseas 
Use of Data Act (CLOYD) Act

Enacted in 2018 and coming 
into force in 2022, this law gives 
authorities the power to request 

data stored by most major 
cloud providers, even if that 

data is outside the United States.

U.K. / U.S. Data 
Access Agreement 

Signed in 2019, this Agreement 
will allow enforcement agencies 

in both countries to demand 
data from communications 
service providers in order to 
investigate serious crime. 

Only54%

How Insight can help
By working with you to develop the right approach and 
by bringing together right partners and technologies, 
Insight will guide you through the complexities, build 
your data strategy and secure your move to cloud.  
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Where is your 
data stored 

and processed?
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