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Data governance

Control and explore files storage options such 
as location, source, permission, retention, 
access rights, size, dates, sensitivity level, 
and more.

Data mapping

Map sensitive, personal and business-related 
data

Data deduplication

Meet regulatory requirements by eliminating 
duplicated data

DSAR

Generate Data Subject Access Reports in 
minutes

Heat map

• Locate data privacy violations automatically

• Generate Privacy Risk Analysis Reports

An overview of NetApp Cloud 
Data Sense 
With NetApp® Cloud Data Sense, you have 
constant control of and visibility into your storage 
footprint so that you can have optimal data 
governance. NetApp Cloud Data Sense can store 
sensitive data where you want it. It can affirm that 
the right permissions are in place, it can provide 
insights to optimize your storage costs, and it can 
generate data protection impact analysis reports—
and more.

With the simplicity built into NetApp Cloud Data 
Sense, you empower your IT, storage, data privacy, 
and compliance teams to do their jobs in the most 
efficient way. You free up their time for tasks that 
matter. NetApp Cloud Data Sense sets a new 
standard for implementing your organization’s data 
privacy and governance programs with built-in AI-
driven privacy controls and easy-to-use Governance 
and Compliance dashboards.  While Cloud Data 
Sense is provided through the NetaApp’s SaaS Cloud 
Manger it provides the best of both worlds. Cloud 
Data Sense provides a SaaS like experience, while 
no information really goes out to the cloud and none 
of your data ever leaves your network.

Figure 1 NetApp Cloud Data Sense use cases
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Data governance
Enterprises have a growing need to govern their data 
and employ a zero-trust model across their user 
base. Some of the top governance priorities include 
optimizing storage costs, complying with security 
regulations, ensuring that correct permissions are in 
place, and cleansing all data of sensitive information 
before migrating to the cloud. Cloud Data Sense 
excels at these use cases and more. Detailed 
information on the features and information about the 
governance capabilities of Cloud Data Sense follows. 

Data mapping and optimization
With Cloud Data Sense you can:
• Map all data from a governance dashboard for 

insight into all the enterprise’s storage
• Map duplicate data to identify data redundancy 

for optimization insights
• Map stale data to clearly understand what data 

might not be needed anymore
• Map data not related to the business for 

cost savings
• Map data from multiple environments to get a 

full understanding of all storage (including NetApp 
Cloud Volumes ONTAP, Azure NetApp Files, AWS, 
and Microsoft OneDrive)

• Map personal, nonpersonal, and sensitive data for 
a clear understanding of files that might need 
stricter permissions 

• You can then harness the insights you get into your 
storage footprint to make informed decisions that 
optimize your storage costs.

Securing sensitive data
With Cloud Data Sense, you can automatically 
identify all the files with open permissions and take 
action to correct the vulnerabilities. You can also 
ensure that, if anything is out of the norm, you will be 
notified by email about sensitive data that needs to 
be secured and anomalies that need attention.

File types  
Cloud Data Sense takes the data that it scans and 
breaks it down by file type. Reviewing your file types 
can help you control your sensitive data, because 
you might find that certain file types are not stored 
correctly. 

Figure 2 Cloud Data Sense data mapping 
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Data compliance
Data discovery and classification 

Cloud Data Sense maps and manages sensitive 
information.  

Identifying sensitivities is complex. Cloud Data Sense 
uses a vast array of technologies to deliver state-of-
the-art results despite multiple formats, languages, 
types of sensitivities, and automatic text analysis 
challenges.  

Sensitive data is especially important in enterprise 
environments. Often the sensitivity is specific to the 
organization (and potentially in a specific domain or 
language). To define sensitivities accurately, modern 
artificial intelligence is a must. Cloud Data Sense 
does a lot more than traditional pattern matching 
and identifies many types of sensitivities.

Figure 3 NetApp Cloud Data Sense sensitive data classification

Personal data  
Cloud Data Sense automatically identifies specific 
words, strings, and patterns in the data by using AI, 
classic natural language processing techniques, 
and Regex.  

Cloud Data Sense can recognize personal 
identification information (PII), credit card numbers, 
social security numbers, bank account numbers, 
and more. You can view the full list of private 
identifiers on the Cloud Data Sense website.

Cloud Data Sense uses proximity validation to 
validate its findings. The validation works by looking 
for one or more predefined keywords near the 
personal data that was found.  

For example, Cloud Data Sense identifies an 
Australian Tax File Number (TFN) as a TFN only if 
it finds a proximity phrase next to it— for example, 

“TFN” or “Tax File.”

Figure 4 Cloud Data Sense personal data mapping 
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Categories  
Cloud Data Sense takes the data that it scanned 
and divides it into categories. Categories are topics 
based on AI analysis of the content and metadata of 
each file.

Categories can help you understand what’s 
happening with your data by showing you the types 
of information that you have. For example, a category 
like resumes or employee contracts can include 
sensitive data. When you investigate the results, you 
might find that employee contracts are stored in an 
insecure location. You can then correct that issue. 

Sensitive personal data  
Cloud Data Sense automatically identifies special 
types of sensitive personal information, as defined 
by privacy regulations such as articles 9 and 10 of 
the General Data Protection Regulation (GDPR).  

For example, information regarding a person’s 
health, ethnic origin, or sexual orientation is 
sensitive personal data.  

Cloud Data Sense uses artificial intelligence (AI), 
natural language processing (NLP), and machine 
learning (ML) to understand the content that it 
scans in order to extract entities and categorize 
the content accordingly.

For example, one sensitive GDPR data category is 
ethnic origin. Because of its NLP abilities, Cloud 
Data Sense can distinguish the difference between a 
sentence that reads “George is Mexican” (indicating 
sensitive data as specified in article 9 of the GDPR), 
versus “George is eating Mexican food.”

Figure 5 Cloud Data Sense sensitive personal data mapping 
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Service Data Subject Access Requests in minutes 
With Cloud Data Sense, you can respond to a Data 
Subject Access Request (DSAR) by searching for a 
subject’s full name or known identifier (such as an 
email address) and then downloading a report.  
The downloaded report can your organization comply 
with GDPR or similar data privacy regulations. When 
you perform a data subject search, Cloud Data 
Sense finds the files that have that person’s name 
or identifier in it. After the search is complete, you 
can then download the list of files for a Data Subject 
Access Request report. The report aggregates 
insights from the data and puts them into legal terms 
that you can send to the auditor or person/subject. 
 

Analyzing your privacy program
Cloud Data Sense provides reports that you can use 
to better understand the status of your organization’s 
data privacy program.
Privacy Risk Assessment Report 
The Privacy Risk Assessment Report provides an 
overview of your organization’s privacy risk status, 
as required by privacy regulations such as GDPR 
and the California Consumer Privacy Act (CCPA). 

PCI DSS Report 
The Payment Card Industry Data Security Standard 
(PCI DSS) Report can help you identify the distribution 
of credit card information across your files. 

HIPAA Report 
The Health Insurance Portability and Accountability 
Act (HIPAA) Report can help you identify files 
containing health information. It is designed to aid 
in your organization’s requirement to comply with 
HIPAA data privacy laws.

Coming soon

Supported data sources
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Architecture 
The Cloud Data Sense instance  
When you enable Cloud Data Sense, Cloud Manager 
deploys a Cloud Data Sense instance in the same 
subnet as the CM connector. Alternatively, you can 
choose to deploy Cloud Data Sense in your on-
premises environment.  

Cloud Data Sense connects to data like any other 
client by mounting NFS and CIFS volumes. NFS 
volumes are automatically accessed as read-only, 
whereas you need to provide Active Directory 
credentials to scan CIFS volumes.  

Networking overview  
Cloud Data Sense can be deployed in your network, 
on your cloud provider’s infrastructure. Alternatively, 
you can choose to deploy Cloud Data Sense in your 
on-premises environment.  Cloud Manager deploys 
the Cloud Data Sense instance with a security group 
that enables inbound HTTP connections from the 
Connector instance.  

When using Cloud Manager in SaaS mode, the 
connection to Cloud Manager is served over HTTPS. 
The private data sent between your browser and the 
Cloud Data Sense instance is secured with end-
to-end encryption, which means NetApp and third 
parties can’t read it.  

Outbound rules are completely open. Internet access 
is needed to install and upgrade the Cloud Data 
Sense software and to send usage metrics.

Figure 6 Cloud Data Sense architecture
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Conclusion 
Top reasons to use NetApp Cloud Data Sense

• Stay optimized: Get an up-to-date view of 
the kinds of data that make up your storage 
footprint  

• Stay secure: Ensure that no sensitive data 
has the wrong permissions or is exposed to 
the wrong people  

• Stay compliant: Meet all compliance 
regulations with a simple-to-use service  

• Save money: Optimize storage costs by 
identifying duplicate, stale, and irrelevant data 

• Stay aware: Monitor all sensitive data, 
where it lives, and if it is at risk—all from one 
dashboard  

• Improve efficiency: Run governance and 
compliance reports in minutes instead of 
days or weeks   

• Be prepared: Make sure that data is 
cleansed of sensitive information before a 
data migration project 

About NetApp
In a world full of generalists, NetApp is a specialist. 
We’re focused on one thing, helping your business 
get the most out of your data. NetApp brings the 
enterprise-grade data services you rely on into the 
cloud, and the simple flexibility of cloud into the data 
center. Our industry-leading solutions work across 
diverse customer environments and the world’s 
biggest public clouds.

As a cloud-led, data-centric software company, 
only NetApp can help build your unique data fabric, 
simplify and connect your cloud, and securely deliver 
the right data, services and applications to the right 
people—anytime, anywhere. www.netapp.com 
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